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DEFENSE MESSAGE SYSTEM
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DEFENSE MESSAGE SYSTEM
MESSAGING STARTS AT THE TOP
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DEFENSE MESSAGE SYSTEM
BASELINE

E-MAIL

AUTODIN
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DEFENSE MESSAGE SYSTEM
DMS ARCHITECTURE

• DMS consists of “all” hardware, software, procedures,
standards, facilities and personnel used to exchange
messages electronically between organizations and
individuals in the DoD.

• Baseline DMS subsystems today are AUTODIN
(including baselevel telecommunications centers) and
electronic mail (e-mail) on the DOD Internet.

DMS BASELINE
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DEFENSE MESSAGE SYSTEM
WHY DMS?

• Provide Twenty-First Century messaging capability
to the Warfighter

• Replace AUDODIN’s antiquated 60’s technology

• Provide interoperability for joint & coalition warfare

• Integration of e-mail into a single system
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DEFENSE MESSAGE SYSTEM
MESSAGING REQUIREMENTS

• Confidentiality/Security

• Guaranteed Delivery

• Availability/Reliability

• Sender Authentication

• Storage and Retrieval

• Distribution Determination and Delivery

Joint Staff Validated

CONTINUED .  . .
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DEFENSE MESSAGE SYSTEM
MESSAGING REQUIREMENTS

CONTINUED .  . .

• Survivability

• Timely Delivery

• Integrity

• Id of Recipients

• Ease of Use

• Connectivity

Joint Staff Validated
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DEFENSE MESSAGE SYSTEM
 AN ALLIED EFFORT TOWARD DMS

• NATO  - DEVELOPED MESSAGE PROTOCOL
STANDARD (ACP 123)

• ACP 133 UNDER DEVELOPMENT FOR X.500
DIRECTORIES

• X.400 & X.500 MESSAGING SERVERS WILL
REPLACE AUTODIN WORLD-WIDE

DMSDMS
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DEFENSE MESSAGE SYSTEM
DMS VISION

DMS

THEATER

STRATEGIC

DMS C4IFTW  IN ACTION

JTF
GRAPHICS - DATA - VOICE - FILE ATTACHMENT

. . . from the NCA

to the Foxhole
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DEFENSE MESSAGE SYSTEM
 DMS ARCHITECTURE

• X.400 Messaging

• X.500 Directory services

• Multi-Function Interpreters (MFI) to communicate
with AUTODIN & SMTP communities

• Fortezza applies NSA’s MSP to provide security for
unclassified messaging
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DEFENSE MESSAGE SYSTEM
DMS COMPONENTS

• ADUA - Administrative User Agent
• BMTA - Border Message Transfer Agent
• CAW - Certificate Authority Workstation
• DSA - Directory System Agent
• DUA - Directory User Agent
• IMTA - Intermediate Transfer Agent
• MFI - Multi-Function Interpreter
• MLA - Mail List Agent
• MWS - Management Workstation
• MS - Message Store
• PUA - Profiling User Agent
• SMTA - Subordinate Transfer Agent
• UA - User Agent
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DEFENSE MESSAGE SYSTEM
MESSAGING SOLUTION

USER AGENT
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DEFENSE MESSAGE SYSTEM
BASELEVEL DMS ENVIRONMENT

BMTA

SMTA

IMTA
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DEFENSE MESSAGE SYSTEM
DMS MANAGEMENT HIERARCHY

 LCC
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BASE/AREA

 RCC
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DEFENSE MESSAGE SYSTEM
FORTEZZA CARD

Card Contains NSA’S
Capstone Chip

DMS

Encryption/Decryption Takes Place on the Card
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DEFENSE MESSAGE SYSTEM
DMS X.500 DIRECTORY

• Each user must be registered & entered in the
Directory

• Directory entries may include:
– Electronic mail addresses
– Security certificates
– Telephone number
– FAX number
– EC/EDI information
– Digitized photos
– Other information
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DEFENSE MESSAGE SYSTEM
DMS X.500 DIRECTORY  SERVICE

• Automated Directory Service
• Itu-T X.500 Standard Objectives

– Distributed
– Common Agreement for Implementation
– Internationally Accepted

• Supports Organizational & Individual Messaging
• DMS-Wide Schema

– Format of the Structure/Contents
– Rules of Use

• Access Controls
–Permits Access to Specific Information
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DEFENSE MESSAGE SYSTEM
DMS X.500 DIRECTORY SERVICE

• DMS X.500 Directory Entries
– User Names/Addresses
– Organizational

Names/Addresses/Roles
– Distribution Lists
– Security Information
– User Capabilities

• Non-Messaging X.500 Directory Entries
– Postal Addresses
– Telephone Numbers
– FAX Numbers
– Etc.
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DEFENSE MESSAGE SYSTEM
DMS X.500 DIRECTORY STRUCTURE
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DEFENSE MESSAGE SYSTEM
DLA INSTALLATION SCHEDULE

DSCC/DSDC 4Q96
DLA HQ/DASC 4Q96
DFSC/DCMCI 4Q96
DDRE 2Q97
DDRW 2Q97
DSDC-Q (TRACY)      3Q97
DSDC-Q (DAYTON) 4Q97
DSCR 1Q98
DPSC 2Q98
DLSC 1Q99
DRMS 2Q99
DCMDN 3Q99
DCMDW 1Q00
DLA PAC 2Q00
DLA EUR 2Q00
DISC 1Q01
DDMT 2Q01
DCMDS/DDOU 3Q01

DMS IS

COMING TO

YOUR

ORGANIZATION
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DEFENSE MESSAGE SYSTEM
TECHNICAL ASSISTANCE

DMS IS COMING! 
REMEMBER THAT DSDC 
STANDS READY  TO PROVIDE YOU
WITH TECHNICAL ASSISTANCE. 
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DEFENSE MESSAGE SYSTEM
OUR MISSION IS TO SERVE
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